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and scams

CANADIAN
BA
CIATION

In partnership with

—

GE ~ ¥ SAFE.CA



The Canadian Bankers

Association (CBA) has created
a toolkit to help older adults

Identify scams and take

proactive steps to protect their

personal information and
finances from fraud.
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A regular check in to ensure you're taking the simple,
but necessary, steps to keep your money and personal
information safe is a great way to proactively protect
against frauds and scams.

While banks in Canada use sophisticated technology and
layers of security to help protect customers from fraud there
are steps that you can, and should, take to protect yourself.
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Install anti-virus and anti-malware software to protect your
connected devices (like your mobile phone, desktop computer,
and tablet) and never skip an update. Install software updates as
soon as they are available so you're protected against the latest
threats. Even better — automate the updates so they're installed
automatically.
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Ensure that you create strong and unique passwords for each
account and website. This is important since a security breach
at one site means your password could be handed to criminals
who may try to use it at other sites — this is known as credential
stuffing. If you suspect or know that your password has been
compromised, be sure to change it on the affected account and
any accounts where you may have reused it.
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https://youtu.be/oe0R9s28ppU
https://youtu.be/oe0R9s28ppU
/credential-stuffing
/credential-stuffing
/online-security

Fraud Prevention Checklist C*r
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Never give your personal information over the phone, unless
you initiated the call. Hang up on calls from phony bank
employees or fake members of law enforcement who say they
need you to withdraw your money from the bank to help with
their investigation. These calls are the first step in launching
common scams. Be especially careful to verify calls from phony
grandchildre n who say they need help following an emergency.
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Report lost or stolen credit and debit cards, your driver's
license, social insurance number card, passport and other
relating personal identification immediately. That way, your bank
can block or cancel your card so no one else can use it. Take
the time to review your bank account and credit card statements
monthly. Check for any charges or withdrawals you don't
remember making.
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Review the privacy and security settings available for all your
social media accounts and tighten the default controls. For

more details on the security and privacy settings available on
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/phony-bank-inspector-scam
/phony-bank-inspector-scam
/grandparent-scam?l=en-us
/grandparent-scam?l=en-us
/credit-card-fraud
/how-to-spot-a-phishing-scam
/how-to-spot-a-phishing-scam
/ransomware-1
/how-to-spot-a-phishing-scam
/how-to-spot-a-phishing-scam
/avoiding-the-romance-scam
/avoiding-the-romance-scam

Protecting
Against
Common
Scams
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Many scams are variations of a set of tactics fraudsters use to

attempt to trick you into revealing sensitive personal information.
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Social engineering is the process criminals use to exploit our
basic human urge to respond to urgent requests (like to be
useful or help a friend in need) to provide information used to
commit financial fraud. Social engineering tactics try to lure us
into clicking on malicious links and attachments or into providing
sensitive information that can be used to launch cyber crimes or
commit financial fraud.
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3 ways to spot
social engineering
techniques

01 Using fear as a motivator.
Sending threatening or intimidating
emails, phone calls and texts are
techniques criminals use to scare
you into acting on their demands for
personal information or money.

02 Suspicious emails or texts that
include urgent requests for personal
information are major red flags that
someone is trying to trick you into
making a quick and regretful decision.

03 Too-good-to-be-true offers or
unusual requests. If an online contact
offers you free access to an app,

game or program in exchange for login
credentials or personal information,
beware. Similarly, free online offers and
links can often contain malware.


/social-engineering
https://www.getcybersafe.gc.ca/en/resources/social-engineering-how-cyber-scams-trick-us

Protecting
Against
Phishing
Scams
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Is the request for information from a
legitimate source? Your bank will
never send you a threatening email
or call you on the phone demanding
information like your password,
credit or debit card number, or your
mother’s maiden name.
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Always be wary of links or attachments
that you weren't expecting and more
importantly, never click or open them.
Scam emails often include embedded
links or attachments that may look
valid but are hosts for malicious
websites or downloadable malware.
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Check the “from’ address by hovering
your curser over the sender’s name.
Some phishing attempts use a sender
email address that looks legitimate but
isn't. One red flag is when the email
domain doesn’t match the organization
that the sender says they are from.
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Warnings that your account will be
closed or your access will be limited
if you don't reply are telltale signs of
a phishing scam.


/how-to-spot-a-phishing-scam
https://www.getcybersafe.gc.ca/en/resources/7-red-flags-phishing



https://www.antifraudcentre-centreantifraude.ca/report-signalez-eng.htm
https://www.antifraudcentre-centreantifraude.ca/report-signalez-eng.htm
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You will receive a phone call from * Never offer information to the caller. If
someone who starts the conversation they prompt you with a question like,
with, “Grandma® Do you know who “Do you know who this is?’ simply say
this is?" Thinking it's their grandchild, no and have them tell you.

victims will say “Yes, | know it's you

* Press your caller for details. If the
(name of grandchild)! /

person on the other end of the phone

The caller will then ask for money is explaining their story, ask them
pretending they were in a car accident questions about their specific location
or they're under arrest and in jail in or have them repeat their story.
another city or country. Sometimes A criminal will have a hard time

they'll put another person on the recalling details or coming up with
phone to act like a police officer, bail them on the spot.

bondsman or lawyer. * Ask the caller a few personal questions
The victim will then withdraw funds that your real grandchild could answer
from their bank account and wire but an imposter could not.

money to the “grandchild, or have it

X )  After you hang up, verify the story by
ready at home for a courier to pick up.

calling the parents or other relatives of
the “grandchild’.

* Never wire money to someone under
uncertain conditions. It is nearly
impossible to recover or trace money

t that has been wired.
1
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/grandparent-scam?l=en-us
https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/emergency-urgence-eng.htm
https://www.antifraudcentre-centreantifraude.ca/scams-fraudes/emergency-urgence-eng.htm

Tech Support
Scam
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There are a few variations of the tech
support scam:

* Sometimes a scammer will
call and claim that your home
computer has been hacked or is
sending out viruses and offer to
help you fix the issue for a fee.

* You might see website pop-ups
ads that encourage you to call a
number to fix a virus detected on
your computer.

e Scammers are also sending
phishing emails with fake invoices
claiming that your subscription
to a computer antivirus support
service has been renewed. They
provide a phone number to call to
cancel the service.

Once the scammer has made contact
with you, they'll request remote
access to your computer where they
attempt to steal financial or personal
information or they ask you to pay a
fee to eliminate dangerous viruses on
your computer.

* Be suspicious of unsolicited calls.

Legitimate tech support companies
don’t make unsolicited phone calls.

¢ Do not call a number or click on a

link presented in a suspicious form
or contact or pop-up.

¢ Run anti-virus to trace and monitor

any vulnerabilities on your device.

* Never log in to your accounts when

using remote access or sharing your
screen with someone.

* Keep your software up to date.

Staying on top of updates ensures
your devices are protected from the
latest security vulnerabilities.

» Contact a verified company

(like the maker of your device)
for technical support and further
information if necessary.
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the Romance
Scam
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Typically the victim and criminal will
meet through a social media or dating
platform. The criminal will then try

to develop a relationship with their
victim, sometimes spending several
months making the victim feel they are
in a romantic relationship.

Often the scammer will say that they
are in another city or country and that
they eventually want to meet the victim
in person. The criminal might note that
they can't afford to travel and will seek
assistance from the victim in covering
travel costs.

Another example of this scam includes
the criminal noting that there's an
emergency, like a sick family member,
that they need financial help from the
victim to visit the sick individual.

The requests for help are a scam and
the money wired by the victim is now
in the hands of the criminal.

Given how common romance scams
are, always consider the possibility that
your recent match on a dating site might
be a scammer. Here are some warning
signs that your new relationship may be

a scam:

Your new friend seems comfortable
advancing in your relationship fast.
Scammers are trying to develop a quick
relationship with you so be on your
guard when someone professes their
love to you.

Check other platforms for your new
friend’s profile. Scammers will often not
use other platforms or they will have
newly activated accounts with very little
information to try and mitigate suspicions.

If your love interest asks you to send
money, end communication.

Does your new friend haveBDCd5M-ne thaer t, tra

able



https://www.getcybersafe.gc.ca/en/blogs/spot-signs-catfish-dating-platforms
https://www.getcybersafe.gc.ca/en/blogs/spot-signs-catfish-dating-platforms
/overpayment-scam?l=en-us

How to Spot
Spoofed (Fake)
Websites and
Apps
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These websites and apps are often just a front to steal your credit card details and

sensitive personal information.

Here are a few clues to help you identify a spoofed online shopping site.
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* the site looks poorly designed,
unprofessional and has broken links,

* you can't find an address or phone
number for the business,

* sales, return and privacy policies are
hard to find or unclear,

 the back button is disabled - you get
stuck on a page and can't go back,

* you're asked for credit card
information anytime other than when
you are making a purchase.

®

>

Major app store platforms like Apple's App
Store and Google's Play Store monitor
content and routinely remove malicious
apps. But you still need to be vigilant about
the apps you download.
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* the name of the app publisher (typically
displayed under the app’s name) is
close to the retail app you're looking for
but isn't quite right,

* the app has a poorly written description
or doesn't have any user feedback,

* the app requires an excessive number
of permissions for installation,

 the app has a lot of pop up ads or you
are constantly being asked to enter
personal information.
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* Shop with reputable and trustworthy
retailers that provide a street address
and a working phone number.

* When looking for the shopping app
of your favorite retailer, visit the
retailer's website and look for the link
to their legitimate app there — don’t
just search through the app store.

* Look at the URL of the website to
see if it starts with “https’ and
displays a padlock icon in the
address bar. If it begins with “https’
instead of “http’ it means the site
is secured using an SSL Certificate
(the s stands for secure).

* Never respond to pop-up messages
on a website or app that asks for
your financial information.

* Use your credit card and avoid
websites and apps that request
payment by wire transfer, prepaid
debit or gift cards, cash only or
through third parties.


https://www.getcybersafe.gc.ca/en/real-examples-fake-online-stores
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Install reputable, up-to-date anti-virus
and anti-malware protection software
on all your devices and keep on top
of updates.

Take the time to install the latest
version of your operating system
and applications.

Backup your files frequently to an
external source, such as an external
drive or cloud-based storage, that is
not linked to your computer. If they
are linked, your backed-up data could
be encrypted too.

Be careful to not click on links

or open attachments from unknown
senders. Disable macros (code
used to automate computing tasks)
in documents - you could
unknowingly download malware by
enabling a macro, clicking on an
email attachment, link or online
pop-up window.
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li can be very difficult to decrypt

your files and remove the ransomware
from your computer. If you are the
victim of ransomware, you can consider
the following:

Don’t pay the ransom

It can open you to further and repeat
attacks. Criminals can use your
willingness to pay the ransom to
demand more money.

Disconnect all devices
Ransomware can spread through
devices and networks.

Check with your anti-virus provider
If you are familiar with data recovery,
you may try to remove the malware
yourself. Some anti-virus providers
can detect this malware and may have
instructions and software to help.

Consult an IT security specialist

A professional may be able to help you
remove the ransomware and restore
your files if you have them backed up.

Change your passwords

Change your online passwords.

That can stop the criminals from further
accessing your accounts if they were
able to access your passwords.

Report the scam
Alert your local police and the
Canadian Anti-Fraud Centre.





https://www.youtube.com/watch?v=SSzxjr5ZjDg
https://www.youtube.com/watch?v=SSzxjr5ZjDg

Protecting
Against
Financial Abuse

What you need to know and
where to get help
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* put pressure on you to give or
lend them money, or to give
them access to your financial



Protecting Against Financial Abuse C*r /nla !
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* If you are able, do financial transactions yourself. Take
advantage of telephone and online banking.

* When planning for your possible inability to manage
your finances yourself, allowing a trusted person
(or persons) to assist with your financial affairs can
be helpful, but you must select your trusted person
carefully.

* Powers of Attorney, joint accounts or other arrangements
may be useful, but you must be careful. It is generally
safer to use a Power of Attorney — which allows a
trusted person to act and make decisions for you and
obligates them to act in your interest — instead of a
joint account — which makes the trusted person the
joint owner of your money and investments. Read more
about these tools on the CBA's website at
https://cba.ca/abuse.

* You can say “no’ when someone pressures you for
money or to buy something 4 even family members.

* Make sure you understand every document you sign —
do not give anyone your bank card or PIN.

* Set up automated deposits and payments. You can
have your income deposited directly into your bank
account and have your money sent directly to your
necessary bill payments.
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Please consider obtaining legal advice for all
matters related to POAs and planning for incapacity.
This text only provides general information and

does not constitute a legal opinion. Since the POA
rules vary between provinces, the CBA strongly
encourages you to seek advice from a legal expert
before making any decision in these matters.
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/where-to-go-for-help
/where-to-go-for-help

Additional
Resources

CANADIAN
BANKERS
ASSOCIAI

The Canadian Bankers Association
is the voice of more than 60
domestic and foreign banks that
help drive Canada’s economic
growth and prosperity. The CBA
advocates for public policies that
contribute to a sound, thriving
banking system to ensure Canadians
can succeed in their financial goals.
www.cba.ca



https://www.cba.ca
/about-your-money-seniors?l=en-us
http://www.cba.ca/fraud
http://cba.us2.list-manage.com/subscribe?u=3e471eb2212af951d75a3b2d7&id=59ee43def4
http://www.getcybersafe.gc.ca
https://www.canada.ca/en/services/finance/fraud.html
https://www.canada.ca/en/services/finance/fraud.html
/your-money-seniors-seminar-request-form?l=en-us
/your-money-seniors-seminar-request-form?l=en-us
https://www.getcybersafe.ca

